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Abstract

Collaborative Filtering (CF) is widely used in web rec-
ommender systems, while most existing CF applications fo-
cus on transactions or page views within a single site. In
this paper, we build a recommender system prototype, which
suggests web sites to users, by collecting browsing events at
routers without neither user nor website effort. 100 mil-
lion HTTP flows, involving 11, 327 websites, are converted
to user-site ratings using access frequency as the implicit
rating metric. With this rating dataset, we evaluate six CF
algorithms including one proposed algorithm based on IP
address locality. Our experiments show that the recommen-
dation from K nearest neighbors (RkNN ) performs the best
by 50% p@10 (precision of top 10) and 53% p@5 (precision
of top 5). Although the precision is far from ideal, our pre-
liminary results suggest the potential value of such a cen-
tralized web site recommender system.

1. Introduction

Collaborative Filtering (CF) is extensively used in rec-
ommender systems, especially for E-commerce web sites,
which make predictions based on the similarities among
user activities. The strong correlations among user ratings
to the resources (items or web pages) within the same site
make CF successful in singe site recommender systems.
Due to the data collection problem, however, there is little
work done on applying CF to coarser granularities, such as
web site recommendations, whose precision and scalability
in large scale systems has not been carefully investigated.

In this paper, as a proof of concept, we develop a web
site recommender system prototype which treats HTTP traf-
fic as user preference to web sites. More specifically, the
system works as follows. First an ISP (Internet Service
Provider) collects HTTP traffic to feed the recommender
system. The system extracts users’ browsing traces and

maps them to user ratings for web sites. Then the CF al-
gorithm generates recommendations for each user based
on his/her own browsing history and its similarity to other
users’ browsing history. This service can be provided as a
web portal for users with opt-in subscription.

The main reason we only provide site grained recom-
mendation is to reduce the data collecting/processing cost.
To get page view semantics within an HTTP packet, we
have to check the payload besides the TCP header, which is
expensive for today’s high bandwidth network. Moreover,
page views also have more threats on user privacy than the
aggregated “site views." We believe that in spite of its sim-
plicity, this prototype system gives us valuable insight for
using web traffic to do web page/site recommendation.

Site grained recommendation also has some benefits in
terms of recommendation. First, a web site can be viewed
as a portal to a collection of web pages, which makes the
recommendation results compact and thus easier and more
efficient for users to view. Secondly, web sites are more
stable than individual web pages. A web search user usually
wants a single web page which specifically answers his/her
query while our recommender system does not pursue this.
Instead, it tries to complement the search systems we have
today in such a way that the user can find new resources in
a passive fashion (without issuing queries).

After converting 100 million HTTP flows into user-site
ratings, we evaluate the following six algorithms: three rep-
resentative CF algorithms (user based, clustering based, and
item based), one proposed CF algorithm based on client IP
locality, and two baseline approaches (random and global
popularity based). Our experimental results show that the
user based RkNN (recommendations from k nearest neigh-
bors) performs the best with 50% p@10 (precision of top
10) and 53% p@5 (precision of top 5). As an unexpected
result, the clustering based algorithm achieves close preci-
sion as RkNN , which indicates that our system is able to
scale with larger datasets. The recommendation precision
from our preliminary experiment without carefully tuning
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suggests the practical value of our system.
We believe that this paper makes the following three con-

tributions.

• Provide a prototype for a web site recommender sys-
tem, which require neither user nor server side involve-
ment for data collection.

• Convert HTTP traffic to user-site rating data, which
provides a new resource for web recommender sys-
tems.

• Conducted an experimental evaluation of six CF algo-
rithms on web site recommender system.

The rest of this paper is organized as follows. Section 2
briefly reviews CF algorithms. Section 3 describes the data
collection and conversion procedures and Section 4 intro-
duces the six CF algorithms evaluated in this paper. Exper-
imental results are shown in Section 5. After exploring the
future work and possible solutions for similar systems with-
out ISP involvement in Section 6, we conclude the whole
paper with Section 7.

2. Collaborative Filtering

CF has been developed and improved over the past
decade to the point where a wide variety of algorithms ex-
ist for generating recommendations. The CF algorithms can
be roughly divided into two categories: memory-based and
model-based.

The memory-based algorithms select the top K similar
users for an active user with the entire training dataset, then
combine those rating together to generate recommenda-
tions. Notable examples include vector similarity [4], Pear-
son correlation [7], and the extended generalized vector-
space model [10]. Memory-based algorithms suffer from
data sparsity and scalability problems [12].

The model-based algorithms first develop a model of
user ratings based on the training dataset, and then use
the model to predict user preference to the items in testing
set. Well-known model-based algorithms include Bayesian
network [2], clustering-based model [11], rule-based ap-
proach [9], and item-based approach [8]. Although model-
based algorithms often require a lot of time to train the
model, the training process can be done offline, and the
online recommendations for active users are fast. The
item-based method, which performs best when the num-
ber of items is much smaller than the number of users,
achieves great success in E-commerce web sites, such as
Amazon.com[5].

3. Data Collecting and Processing

3.1. Raw Data

The data set used in this paper is collected from a major
PoP (point-of-presence) of China Education and Research
Network (CERNET), which has 21 million users and 38
PoPs. During a 24-hour (April 2nd, 2006) period, we col-
lected 100 million HTTP flows. A flow is an undirected
sequence of TCP packets all sharing the same 5-tuple of
source IP, destination IP, source port, destination port, and
IP protocol (HTTP here). A flow is considered to be finished
when one of the following happens: timeout (inactive), TCP
reset, or exceeding a fixed time interval (active).

Shown as Fig. 1, the distribution of site-aggregated flows
follows power-law, which is consistent with previous obser-
vations [6].

Figure 1. Website Flows: Power Law Distribu-
tion

Since the web traffic via port 80 consists of the majority
of entire web traffic, in this paper we only consider HTTP
traffic via port 80 at the server side.

3.2. Impact of Packet Sampling

Due to the large amount of network traffic across the
router, the packets used to construct flow records are ran-
domly sampled at the ratio of 1% (default setting of Cisco
Netflow), i.e., one packet out of every 100 packets are used.
Fortunately the actual loss rate caused by sampling is far
less than 99%.

1. Since most flows contain multiple packets, the loss
rate of flows is much less than that of packets. For
example, Duffield et al. [3] shows that for the HTTP
traffic the loss of flow records is 90% with 1% random
sampling. Thus we get about 10% flows.
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2. When a user visits a webpage having multiple com-
ponents, e.g., icons, pictures, and videos, modern
browsers usually automatically open several other
ports (at the client side) to download these components
in parallel. Then accessing one web page may result in
several flows with the same source and destination IPs,
but different client ports. Hence missing some of these
flow records may not lose the corresponding page view
event. This phenomenon implies that the loss rate of
page views is less than that of flows. Assuming access-
ing one web page generates n HTTP flows on average,
the portion of page views we capture is 1− 0.9n.

3. Moreover, a user may browse several web pages on the
same web site during a visit, thus the loss rate of site
visiting records is less than that of page views. Again,
assuming the average page views per visit is p, the por-
tion of site visiting events we capture is 1− 0.9np.

For example, when n = 3 and p = 2, the captured site
visiting events is 46.9%. Thus it is reasonable to believe
that although only 1% packets are sampled, a large portion
of site accessing information can be preserved. To verify
the real sampling rate, we can conduct similar experiments
as [3], which is out of the scope of this paper.

Due to the sampling, the recorded flows are biased by the
flows with more packets, and also biased by the visit with
more page views. We believe that this kind of bias results
in more stable recommendation performance.

3.3. Web User and Site Identification

Given an HTTP flow, we treat the host with port 80 as the
web server, and the other host as the client. Usually web
sites have static IP addresses or at least their IP addresses
are unlikely to change within 24 hours. Thus it is safe to
use IP addresses to identify web sites. Because of the IP
assignment policy of CERNET 1, most DHCP users get a
lease for at least 24 hours, in other words, most users have
the same IP addresses for at least 24 hours, which is also the
time range of our data collection. Hence it is also reasonable
to identify a user with an IP address.

However, several web sites may share the same IP ad-
dress, e.g., virtual hosts. On the other hand, a large web
site may use multiple web servers for load balance purpose.
Similarly, one IP address may be shared by several users,
e.g., via a proxy, and a user may also occupy several IP ad-
dresses. These factors combined together result in a com-
plicated impact to our recommender system.

• Multiple sites share one IP: A mixed web site fails the
assumption that all the accesses to one site are corre-
lated, thus hurts the recommendation precision.

1To our knowledge, most other ISPs have similar policies.

• One site has multiple IPs: A site is broken into sev-
eral smaller sites, and the accesses to the same site
are treated as accesses to different sites. On one hand,
we lose the correlations among these accesses, which
hurts our precision. On the other hand, since these
smaller sites are correlated, they boost the overall sim-
ilarity within the whole site pool, where we choose
candidates for recommendation, thus improve the pre-
cision.

• Multiple users share one IP: Its effect is similar to the
case where multiple sites share one IP.

• One user has multiple IPs: Its effect is similar to the
case where one site has multiple IPs.

We eliminate Case 2 by downloading and comparing the
homepages corresponding to each IP. A popular reason for
Case 4 is that a user has different IPs at work and home.
Considering the different tasks performed with each IP,
Case 4 is not so harmful compared to other cases. Both
Case 1 and 3 hurt the precision of our system, thus the re-
sults presented in the following sections can be further im-
proved if these two cases are factored out.

3.4. Converting Flows to Ratings

We consider the flow between client c and server s as
the implicit rating of s given by c. A straightforward rating
method is binary rating, which represents whether or not
a client visits a server within the observed time window.
Specifically, let R(c, s) denote the binary rating from client
c to server s, then we have:

R(c, s) =
{

1 if exists at least one flow between c and s
0 otherwise.

(1)
This is the simplest method to count the user preference

to web sites. A zero rating does not necessarily mean that
the client dislikes the corresponding web site. In fact it is
possible that the user is not aware of this site. In this sense,
binary rating is similar to unary rating [4].

The observations in both [6] and Fig. 1 indicate that the
rating among users or web sites follows the power-law. In
fact, for most individual users, the distribution of their flows
among web sites also follows power-law. Since users have
strong preference to the web sites they visit, quantitative
ratings (e.g., setting the number of flows or packets as the
value of the rating) may be better than the binary rating.
Here we choose the simplest binary rating to present the
preliminary results. A more comprehensive study is under-
way.
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4. Collaborative Filtering Algorithms

In this section, we describe the six CF algorithms eval-
uated in this paper, random, global popularity, RkNN [4],
clustering based CF [7], item-based CF [8], and nearest IP.

4.1. Baselines

The first baseline algorithm is random recommendation,
which just randomly selects N web sites, and recommends
them to the user. It shows the similarity of the whole site
pool, i.e., if most sites are similar, the results from random
recommendation will be good.

The second baseline, global popularity recommendation,
recommends N web sites having top N popularities (num-
ber of visitors) among all the users. This method is widely
used when no particular user preference is known, e.g., best
seller, most viewed items.

4.2. RkNN

RkNN selects the K (30 in our experiment) neighbors
(users) who are most similar to the active user c and then
recommends N web sites having top N popularities (num-
ber of visitors) among these K neighbors.

We use the basic vector cosine similarity, i.e., the number
of sites visited by both users divided by the number of sites
visited by each of them, to select neighbors.

4.3. Clustering-based Algorithm

Clustering-based algorithm first clusters the users into
groups. Given an active user c, the algorithm finds the group
g(c) which c belongs to, and recommends N web sites hav-
ing top N popularities among g(c). This method is similar
to RkNN but does not need to compute neighbors for each
user on line and is, thus, faster and more scalable.

We use k-means to group users, where k is set to 60
based on our experience.

4.4. Item-based Algorithm

The item-based method [8] first calculates the similarity
between every pair of items (web sites), and then ranks web
site s according to the number of users who have visited
the web sites similar to s. The overall rating is a summa-
tion weighted by the cosine similarity between two sites and
scaled by the overall similarity s has with other sites.

Since storing all the similarities of item pairs requires
O(N2) space for N items, Sarwar et al. [8] utilize an ap-
proximate method by only considering a small portion of
the items with highest similarities for each item. We also
use this method and get the same trend as [8]. We keep top
20 similar sites for each site in the following experiments.

4.5. Nearest IP Algorithm

Although ISPs assign IP addresses randomly for DHCP
users, usually two users with short geographic distance also
get close IP addresses (in terms of shared prefix length).
For example, people in the same building with the same ISP
may share the same subnet. Here we try to evaluate whether
IP locality can be used as a strong tie in CF. Our proposed
nearest IP (NIP) algorithm simply chooses K users with
nearest IPs (longest shared IP prefixes) as neighbors for the
active user. The recommendation step is then the same as
that of RkNN . We set the number of neighbors to 30 for fair
comparison with RkNN .

5. Experiment

5.1. Evaluation Metric

There are many metrics used in previous recommender
systems. Given a certain algorithm, the user task and the
data set determine the proper metrics.

Our goal is to provide the user with a list of web sites
which he/she may be interested in. Considering usabil-
ity, this list can not be too long. Thus the Mean Abso-
lute Error (MAE) does not make much sense here, because
an algorithm, which is good at predicting irrelevant items,
but poor at recommending relevant items, may also achieve
low MAE. We choose the top N precision metric [1] while
we believe that similar conclusions can be attained through
other metrics, such as precision combined with recall and
F1 in [8].

Without user surveys, it is hard to evaluate whether a
user is indeed satisfied with or interested in a recommenda-
tion result given by our system. To avoid the cost for large
number of user studies (in our case, 17, 000 users), however,
some heuristics can be applied to infer the actual user satis-
faction. Here, we assume that if a user visits a site, he/she
is interested in it. More specifically, for each user c, the
algorithm recommends N web sites, which have not been
visited by c in the training set. If c visits L of them in the
testing set, the top N precision is calculated as P = L/N .
In other words, we use the training set for prediction and
the testing set for evaluation.

5.2. Training/Testing Datasets Split

After removing the clients and servers which appear only
once, the rating dataset contains totally 493, 908 binary rat-
ings, involving 17, 697 clients and 11, 327 sites, with a spar-
sity level [8] of 99.75%. We split this data set into a train-
ing set and a testing set with a size (number of ratings) ratio
5 : 8. As a comparison, in [8], the ratio is 8 : 2. When split-
ting the ratings, we keep the flow ordering such that any
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flow in the training set has an earlier time stamp than any
flow in the testing set.

5.3. Results

Figure 2. Comparison of Six CF Algorithms

The results of all six CF algorithms are shown as Fig. 2.
The X-axis represents the number of recommendations the
algorithm gives, and the Y-axis represents the average top
N precision. The findings from our experiments are sum-
marized as follows.

• The RkNN algorithm performs the best with 53% p@5
and 50% p@10. Since the rating distribution follows
power-law, the high precision also verifies the state-
ment in [4] that “systems where there is an exponential
popularity curve may be able to find agreement among
people in the dense sub-region and use that agreement
to recommend in the sparse space."

• With different N , the precision order remains the
same: RkNN > Clustering > NIP > Item-based >
Popularity� Random.

• All other algorithms perform better than the baselines.
This result indicates that using per-user history can
greatly improve the recommendation precision.

• The clustering-based algorithm ranks the second with
precision close to RkNN . Clustering algorithms which
consider the similarity among users may get better re-
sults than the simple k-mean we use here. This un-
expected result shows that our system is able to deal
with larger datasets by clustering when keeping rela-
tive high precision.

• NIP algorithm takes the third place, which suggests
that IP locality does represent user similarity to some
degree.

• The precision of random recommendation is barely
above zero, which shows that the overall similarity
within our data set is low.

• Except the popularity algorithm, the precision of other
methods decreases with increasing N . Item-based
method drops to the same level as popularity method
when N reaches 40. This fact indicates that the users
do have stronger preference to some sites, otherwise
the precision would not drop.

• As N increases, the precision decreasing rate slows
down. A possible explanation is that there is much
less difference of the user preference among the sites
ranked between 20 and 40. The skewed user prefer-
ence distribution suggests a shorter recommendation
list.

The ordering of algorithm precision from our experiment is
different from [8], which claims that the item-based algo-
rithm performs better than RkNN . The possible reasons are
as follows:

• Rating metric: Our experiment uses binary rating
while the work in [8] uses a quantitative rating (integer
values from 1 to 5). Binary rating results in a bias to
the sites with high overall ratings, which also explains
why the precision of item-based algorithm in our ex-
periment is close to the popularity algorithm.

• Accuracy metric: The accuracy metric used in [8] is
MAE.

• Dataset: In [8], movie ratings from MovieLens recom-
mendation system 2 is used. The movies can be eas-
ily classified into several categories, and each movie
usually only belongs to one or two categories. In our
dataset, however, the web pages in one site may belong
to multiple categories. Such ambiguity in our dataset
increases the error rate for CF algorithms, which may
hurt different algorithms non-uniformly.

6. Future Work

Currently we are conducting more comprehensive stud-
ies with our system, including:

• Weighted user rating: Binary rating loses the site vis-
iting frequency thus makes the similarity between two
users inaccurate. A weighted rating, which considers
the number of flows or data during one site visit, will
help to select better neighbors (in terms of similarity)
thus get higher recommendation precisions.

2http://movielens.umn.edu
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• Better clustering algorithm: As mentioned before, a
better clustering algorithm which takes into account
the distribution of users may greatly outperform the
basic k-means clustering.

• User studies: We are trying to conduct some user
studies to further evaluate the recommendation per-
formance on an experimental service with opt-in sub-
scription.

• HTTP header: In this paper, we only check the TCP
headers for flow information due to performance and
privacy concerns. With sampling and anonymization,
we may be able to use the HTTP headers. By using
HTTP headers, especially the requested URLs and re-
ferrers 3, we can correlate user events better and thus
improve the user rating and recommendation preci-
sion.

To get cross-site HTTP traffic, there are also solutions be-
sides cooperating with ISPs.

• Link exchange has been widely used for web site prop-
agation, which can be easily used for exchanging user
accesses among web sites. Google AdSense 4 actually
uses a similar approach.

• DNS and CDN (Content Delivery Network) systems
also track the browsing events to some extent, thus are
able to provide the data for centralized cross-site rec-
ommender systems.

• OpenID 5 keeps a unique ID for each user on multiple
web sites. A similar idea can be applied for tracing
user events across sites.

• A browser toolbar similar to that from Alexa 6 is also
an option.

7. Conclusion

In this paper, we propose a web site recommender sys-
tem with centralized HTTP traffic collection, which does
not require any effort from the user or server side. We
evaluate six CF algorithms including one proposed algo-
rithm based on IP address locality. RkNN performs the
best, which achieves 53% p@5 and 50% p@10. The
clustering-based algorithm gets close precision as RkNN ,
which means our system has the potential to scale with

3A referrer is a field in an HTTP header which indicates the page lead-
ing the user to the requested URL.

4http://www.google.com/adsense
5http://openid.net/
6http://www.alexa.com

larger datasets. Despite the simplified settings in this pro-
totype and the far from ideal 50% recommendation preci-
sion, our preliminary results indicate the promising practi-
cal value of our system.

With the discussion of our undergoing research and pos-
sible solutions for similar systems without ISP support, we
hope that our work encourages wide deployment of web site
recommender systems.
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